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Abstract

The major goal of Windows XP Service Pack 2 is to reduce common available scenarios
for malicious attack on Windows XP. The Service Pack will reduce the effect of most
common attacks in four ways:

1. Improvement in shielding Windows XP from the network
a. RPC and DCOM communication enhancements
b. Enhancements to the internal Windows firewall

2. Enhanced memory protection

3. Safer handling of e-mail

4. Internet Explorer security enhancements.

Most OPC Clients and Servers use DCOM to communicate over anetwork and thus will
be impacted due to the changes in Service Pack 2. When Service Pack 2 isinstalled with
its default configuration settings, OPC communication via DCOM will cease to work.
This paper describes the settings necessary to restore OPC communication when using
XP Service Pack 2 (SP2).

SP2 includes many changes and security enhancements, two of which directly impact
OPC viaDCOM. First new DCOM limit settings have been added. Secondly the software
firewall included with XP has been greatly enhanced and is turned on by default.

Since the callback mechanism used by OPC essentialy turns the OPC Client into a
DCOM Server and the OPC Server into aDCOM Client, the instructions provided here
must be followed on all nodes that contain either OPC Servers or OPC Clients.

Note: OPC communication that is confined to a single machine (using COM, but not
DCOM) will continue to work properly after installing XP SP2 without following the
instructions in this white paper.

Windows Firewall

The Windows Firewall alows traffic across the network interface when initiated locally,
but by default stops any incoming “unsolicited” traffic. However, thisfirewall is
“exception” based, meaning that the administrator can specify applications and ports that
are exceptions to the rule and can respond to unsolicited requests.

The firewall exceptions can be specified at two main levels, the application level and the
port and protocol level. The application level is where you specify which applications are
able to respond to unsolicited requests and the port and protocol level is where you can
specify the firewall to allow or disallow traffic on a specific port for either TCP or UDP
traffic. To make any OPC client/server application work via DCOM, changes need to be
made on both levels.
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Note: Developers of OPC Products may want to automatically make the necessary
firewall settings programmatically. Microsoft supplies the Windows Firewall API to
support this:

http://msdn.microsoft.com/library/default.asp?url=/library/en-us/ics/ics/inetfwauthorizedapplication _name.asp

Configuring the Firewall

1. By default the windows firewall is set to “On”. This setting is recommended by
Microsoft and by OPC to give your machine the highest possible protection. For trouble
shooting, you may wish to temporarily turn off the firewall to prove or disprove that the
firewall configuration is the source of any communication failure.

Note: It may be appropriate to permanently turn off the firewall if the machineis
sufficiently protected behind a corporate firewall. When turned off, the individual
firewall settings outlined here need not be performed to allow OPC communication.

"= Windows Firewall

General | Exceptions | Advanced

irewall iz helping to protect your PC

“Windows Firewall helps protect your camputer by presventing unauthanized users
from gaining access to your computer through the Intermet or a network,

@ ©ii i

Thig zetting blocks all outside sources from connecting to this
camputer, with the exception of those selected on the Exceptions tab.

[l Don't allow exceptions
Select thiz when you connect to public networks in lesz secure
locations, such as airports. You will nat be notified when Windows

Firewall blocks programsz. Selections on the Exceptions tab will be
ignored.

@ ) Off [not recommended)

Avoid uzing thiz getting. Tuming off “Windows Firewall may make this
campter more vulherable to viruses and intruders.

“wihat else should | know about Yindows Firewall?

Ok, l ’ Cancel
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2. Select the “Exceptions’ tab and add all OPC Clients and Servers to the exception list.
Also add Microsoft Management Console (used by the DCOM configuration utility in the
next section) and the OPC utility OPCEnum.exe found in the Windows\System32
directory.

*= Windows Firewall

General | Exceplions | Advancer

“windows Firewallis blocking incoming network. connections, except for the
programs and services selected helow. Adding sxceptions sllows same programs
to work. better but might increase your security risk,

Programs and Services
Name A
[ File and Printer Sharing
Genagent.exe
GenRlegisharServer exe
Graphiwor32
L&SEngine. exe
License Manitor
Microsoft Management Console
OPC DataSpy
OPC Simulstar
Remote Assistance
I Remnte Naskton |

( sddPogam. | [ addPot. ][ Edt. [ Delete

Display a notification when Windows Firewal blocks a program

‘wfhat are the risks of allowing exceptions?

In the Add aProgram dialog, thereis alisting of most applications on the machine, but
note that not all of them show up on thislist. Use the “Browse” button to find other
executables installed on the computer.

Note: Only EXE files are added to the exceptions list. For in-process OPC Servers and

Clients (DLLs and OCXs) you will need to add the EXE applications that call themto the
list instead.

Add a Program El
Ta allow communications with a program by adding it to the Exceptions list,

select the program, or click Browse to search for one that is not listed.

Programs:

L m Alarm Logger Configurator
[!. Alarm Server Configurator
81 tarivioieaz
Carousel
B2 Datawora2
B DBEOPCServerConfiguratar
$" oiocom
3 FreeCel
[ GenDOS3 to GRW1E
[ GenDOS4 to GRw1E

| B8 GenStatistics Yiewer >

Fath |C:\Progiam Files\| CONICSAGENESIS-324Bint

) (o]
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3. Add TCP port 135 asit is needed to initiate DCOM communications, and alow for
incoming echo requests. In the Exceptions tab of the Windows Firewall, click on Add

Port.

%= Windows Firewall

General | Exeeplions | Advanced

to work better but might increase pour security risk.

Froarams and Services:

| Mame
[ File: and Printer Sharing
Gendgent.exe
GenRegistrarServer exe
Graphiw'ond32
LASEngine. exe
License Manitor
Microsoft Management Conscle
OPC DataSpy
OPC Sirnulator
Riemote Assistance
LM Remnte Neskinn

Add Program... ‘ Add Port... l Edit...

Display a notification when Windows Firewall blocks 5 program

“what are the risks of allowing exceptions?

“windaws Firewall is blacking incoming network connections, except for the
programs and services selected below. Adding exceptions allows some programs

In the Add a Port diaog, fill out the fields as follows:

Name: DCOM

Port number: 135
Choose the TCP radio button

Add a Port

X

Use these settings to open a port through ‘Windows Firewall. To find the port
number and protocol, consult the documentation for the program or service you

want fo use.

Marne: ID EDM
Port number: .1 3

@ 1CP O upp

wihat are the risks of opening a part?

-

1 [ Cancel
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DCOM Enhancements

Service Pack 2 for Windows XP has also made some security enhancementsto DCOM;
two in particular need to be taken into consideration when using OPC on a network: First,
the default Launch and Access permissions dialogs have been modified to alow the user
to configure “limits’ on the permissions given to applications using DCOM. Secondly,
for each user now defined in the Launch and Access permissions, both local and remote
access can be explicitly defined.

A brief background on default Launch and Access permissionsin DCOM: Launch
permissions define who can launch a COM based application (such as an OPC server)
both over the network or locally. Access permissions define who can access that
application once it has been launched. Applications can get their Launch and Access
permissions from one of three places: they can use explicitly defined setting for their
application, they can use the default permissions or they can set their own permissions
programmatically. Because an application could set its own permissions
programmatically, the explicitly defined or default settings, although set properly, may
not be used and therefore the user is not able to explicitly have control over these settings.
To overcome this security flaw, Microsoft has added “limits’” to the DCOM security
settings from Launch and Access to limit the permissions that an application can use.
Thislimit prevents the application from using permissions beyond what is specified in
the DCOM configuration settings. By default the limits set by Service Pack 2 will not
allow for OPC communications over the network.

In addition to the new permissions limits, one must now specify if the user or group
specified has permissions locally or remotely (or both). In order for OPC applications to
work over the network with DCOM, the permissions must be set such that remote users
can launch and/or access the OPC servers and clients on the machine.

Configuring DCOM

Follow these steps to configure DCOM for OPC Communications using Windows XP
Service Pack 2:

1. GotoStart -> Run andtype DCOMCnfg and click on OK.
| ?]x]|

= Type the name of a program, folder, document, ar
Internet resource, and Windows will open it For wou,

Cpen: | DCOMCnfg v

[ (a4 H Cancel ][ Browse, ,.

I

'y Sl‘aﬂ
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2. Clickon Conponent Servi ces under the Console Root to expand it.
3. Click on Conput er s under Component Services to expand it.
4. Right click on My Conput er inthe paneon theright and select Pr operti es

5. Gotothe COM Securi ty tab and note these are the four permission configurations
that we will have to edit:
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6. Edit the Limitsfor Access and Launch
a AccessPermissions— Edit Limts...

Y ou need to check the Remote Access box for the user labeled

ANONYMOUS LOG Ninthisdiaog.
Note: This setting is necessary for OPCEnum.exe to function and for some OPC Servers
and Clients that set their DCOM 'Authentication Level' to '‘None' in order to allow
anonymous connections. If you do not use OPCEnum you may not need to enable remote
access for anonymous users.

b. Launch and Activation Permissons—Edit Limts. ..
Y ou need to check the remote boxes for the user labeled Ever yone in this
diaog.
Note: Snce Ever yone includes all authenticated users, it is often desirable to add these
permissionsto a smaller subset of users. One suggested way to accomplish thisisto
create a group named “ OPC Users’” and add all user accounts to this group that will
execute any OPC Server or Client. Then substitute “ OPC Users’ everywhere that
Ever yone appearsin these configuration dialogs.
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7. Edit Default Permissions for Access and Launch

For each user (or group) that participatesin OPC communication (e.g. “OPC Users’),
make sure that both the L ocal Allow and Remote Allow checkboxes are both checked.

Access Permissions per user:

Launch and Activation permissions per user:
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Disclaimer

The materia presented in this paper is based on a pre-release version of Service Pack 2.
Although the paper is based on “best practices’ as judged by the authors, the OPC
Foundation and the authors assume no responsibility for its accuracy or suitability for
application by its readers.
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